
ONLINE SAFETY
.



Online Safety session
What we hope to cover today

• To discuss and be aware of online safety issues 
including who children are most at risk from?

• To share and raise awareness of common online 
safety issues that other parent/carers face with their 
children, and how we can go about them

• To support and advice about what you can do about 
online safety including managing bullying issues

• To look at current social media trends and how to 
engage safely online

• To provide advice about where to go to report online 
safety concerns



SOCIAL MEDIA SINCE 1994

• Infancy – 80s and into the 90s; 
BBS -Bulletin Board System, CompuServe, AOL

• The internet boom – Late 90s;
Classmates.com, Sixdegrees.com

• The first popular Social networking sites;
Friends Reunited, LinkedIn, MySpace 



What Social Media do we use now?
Moshi
Monsters

Snog

Facebook

Snapchat

Instagram

Musical.ly
Live.ly

Omegle –
Talk to 
strangers

WhatsApp

Teenber
13+



Information from the Police
I am writing to you on the advice of the Police about an 

app named MUSICAL.LY which I am aware a number of 
children will have access to.

Whilst this app is totally innocent and a creative app for 
children to use, it does have the facility to connect to 
other people throughout the world. We have today been 
advised that a girl of 9 years of age from Salford has been 
contacted by a man using this app and a process of 
grooming had started. Fortunately the parents were 
vigilant in checking the phone and have been able to 
report the matter to the police.



Omegle’s official warning



Very useful site for primary and 
secondary age
NSPCC;
• http://www.nspcc.org.uk/preventing-

abuse/keeping-children-safe/online-safety/
• Interviewed 500 parents of  8-12 year olds
• Interviewed over 2,300 children to find 

out the most popular social networks and 
apps and what they thought of them.

• Then designed advice for children and 
parents



What the NSPCC site offers
• What do I need to know about.. E.g. 

Moshi Monsters? 
• Minimum age
• What do children and young people say to 

look out for (Talking to strangers bullying).
• Why kids like it (Fun & Safe)
• Signing up
• Privacy setting
• Reporting
• Safety advice



.

‘The biggest technology related 
threat that children face online 
is from peers, not adults’

NSPCC 2012 Quote on Cyber Bullying

Real Life Example
•https://youtu.be/za9XTbRZD10



YouTube Kids- It's free, simple to use,has 
filters and easy security seeting. 



Safe search engines – a 
more family friendly with 
built in filters



Children going online without 
parental control filters
• Would you take your child to be looked after by:

• Someone you’ve never met
• Allow them to be picked up and taken to address 

you don’t know
• Have no contact details for them in case of 

emergency
• Leave the child to decide when they get back



Materials that children stumble 
across online when there are no 
filters in place  
• Hateful & racist material
• Extremism made attractive
• Gambling –(suggesting quick way to make cash, 

winning is easy, chance of winning is high)
• Terrorism
• Sexualised advertising 
Children may just stumble across these 

material and need support to manage 
them safely

For more information: www.parentport.org.uk



Social Media Facts
• If Social Media were countries;  

Facebook would be the world’s most 
populous country with over 1.9 Billion 
users (China 1.3 Billion, India 1.2Billion)

• 23% of Facebook users check their account 
at least 5 times a day

• Despite privacy concerns, only 25% of 
Facebook users utilize privacy settings.



Would you leave your front door 
wide open all day? (Jigsaw)
• https://www.youtube.com/watch?v=_o8auwnJt

qE



Did you know?
• Facebook, What’s app, Instagram etc 

automatically have a License to use photos 
uploaded to their sites (till you delete your 
account)

• Pictures uploaded to ‘the cloud’ are 
permanent even if deleted from your own 
device and/or account

• A trail of online activity is never deleted
• Removal has to be requested under 

European ‘right to be forgotten’ legislation



Questions? – your thoughts?!

• At what age would you allow your child to have a 
SMART Phone?

• At what age would you allow you child to access 
the internet without close supervision?

• At what age would allow you child to have a 
Facebook account?

• At what age would you allow your child to play 
games online?



Online Safety - tips for all
• Use https before entering web details (hyper text 

transfer protocol secure)
• Beware of TMI: Too Much Information – never 

share your birth date, home address or home phone 
no.

• Protect your passwords, PIN numbers, bank account 
and credit card information

• Customise your privacy settings on social 
networking sites

• Don’t use you real name on social networking sites
• Don’t share any personal details on open sites online 

that you wouldn’t share openly offline



How to Block or report e.g. on 
Instagram

•http://youtu.be/Dvaun87gRc0



How to set up parental control in 
your home –
Internetmatters.org – go to controls



Parents/carers who want advice to 
set up parental control/privacy 
settings
• Experts from NSPCC & O2 can help

0808  800 5002
www.o2.co.uk/digital-family 



Advice for parents/carers
• Ask them to show you which social media 

apps they use and what they like about 
them. 

• Talk about how they use them and what 
makes them so engaging. 

• Explain how you can use privacy settings 
to make sure only approved friends can 
see posts & images. 



Advice for parents/carers
Engage in conversations such as;

• People may not always be who they say they 
are online: how can this create problems?

• Why is it unwise to meet anyone in the real 
world that you’ve only ever met online? 



Advice for parents/carers
• Check if any of their apps have ‘geo-location’ 

enabled, sharing their location 
unintentionally. 

• Show them how to report offensive 
comments or block people who upset them. 

• Also, get people‘s consent before sharing 
photos. 

• Encourage your child to come and talk to you if 
they see anything that upsets them. 



Phishing & Trojan Horse scams
Phishing - This scam tricks people into 

providing personal information by using fake—
but very official-looking—emails or web sites.

How to avoid - Don’t click links in emails that 
look official. And, since banks and online shops 
will never request account or login information 
in this way, you should never, ever pass it on 
over the telephone or through an email or web 
site.



Phishing & Trojan Horse scams
• Trojan Program - A Trojan is a program that 

secretly installs itself on your computer in order 
to record and send information from your 
computer—like passwords or hack your 
computer to send out spam, attack other 
computers by flooding them with requests or to 
send itself to other potential victims.

• How to avoid - be extremely careful about 
what you click or open online. You should never 
open attachments that don’t come from 
verifiable sources



‘Sexting’, sharing images and the law
• ‘Sexting’ maybe a criminal offence. If you have indecent 

images of somebody who is under 18 you are possession of 
indecent images of children – even if you are the same age (an 
offence under the Protection of Children Act 1978 and the 
Criminal Justice Act 1988)

• If you are under 18 and you send, upload or forward indecent 
images or videos onto friends or boyfriends/girlfriends, this 
would also be breaking the law, even if they are photos of 
yourself "selfies“ (an offence under Section 1 of the Protection 
of Children Act 1978 ).

• For either of these offences you can be arrested, interviewed 
and imprisoned for up to 10 years. There would also be a 
requirement to sign on the sex offenders register.



Sexting Examples
The sending or receiving of sexual images 
by text or email, is thought to affect more 
than a third of under-18s (NSPCC)
In a recent example, a 14 year old boy sent a Snapchat
photo to a female classmate. The girl took a screenshot 
and reported the image to the school-based police 
officer. The boy has had the crime of making and 
distributing indecent images recorded against him by 
police. The boy was not formally arrested or charged, 
but could have his details stored on a police intelligence 
database for at least ten years



Local Context
• An 11-year-old girl from Salford was left 

shocked and distressed after a man in his 
40s contacted her on the popular video 
chat app ooVoo and exposed himself.

• Her mum has contacted 
SalfordOnline.com to warn other parents 
to be aware of the apps their children are 
using.



Consider the following ways to 
respond
• Talk to school for support and advice
• Try contact site to remove content (or contact 

Revengeporn Helpline 03456000459, 
help@revengepornhelpline.org.uk

• Support child through counselling 
(www.cybermentors.org.uk)

• If sharing images involve adult contact local 
Police/children services



Children with Special Education Need
Children with Special Educational Needs (SEN) may be 
particularly vulnerable to e-safety risks. Key factors to consider;

• Children and young people with Autistic Spectrum Disorder 
may make literal interpretations of content, which will affect 
how they respond.

• Some children may not understand much of the terminology 
due to language delays or disorders.

• Some children with complex needs do not understand the 
concept of friendship, and therefore trust everyone implicitly.
They do not know how to make judgements about what is safe 
information to share. This leads to confusion about why you 
should not trust others on the internet.



Children with Special Education Need

For more information
http://www.childnet.com/resources/know-it-all-for-

teachers-sen



Psychiatrist report - Dr Bijlani
• "Sexting", when teenagers share explicit photos 

of themselves with their peers, is seen by some 
as the "new courtship“

• “sexting seems to have become endemic and we 
are not sure of the long-term consequences”. 



Safety Tips
1. Do not go looking for Pokemon on your 
own without an adult
2. Because the Pokemon are in public 
places, there are strangers who are going to 
the same place and it’s not always safe for 
children
3. Watch the road and where you are going 
while looking for Pokemons 



What to look out for!
• Meeting people they don't know face-to-face

The game is designed to bring people together. Usually 
strangers. So you never know who they might meet.

• There's a physical risk
It's easy to forget to look where you're going with this 
game, but they need to be careful of where they end up. 
There are already stories of people being lured to places 
that aren't safe for children.

• It can cost a lot of money
There are in-app purchases and other incentives which 
can cost up to £79.99 (14,500 Pokécoins). Make sure the 
app's set up without payment options.



Acronyms young people use online
• LMK - let me know
• PIR- parent in room 
• (L)MIRL - Let's meet in real life 
• 4COL - for crying out loud
• KOTL - Kiss on the lips
• 143 - I love you
• YBS - you’ll be sorry
• YMMD – you’ve made my day
• GNOC – get naked on camera
• KPC- Keeping parents clueless 
• RUUP4IT = are you up for it



Acronyms young people use online
• GYPO - Get your pants off
• WTTP - Want to trade pictures?
• 9 - Parent watching
• 99 - Parent gone
• 1174' - Party meeting place



Phrases that every parent should 
know.

Cool Mom Tech's 99 
acronyms 

NetLingo.com

http://www.noslang.com/top20.php



THE FIRST UK CYBER BULLYING 
PROSECUTION 

• Keeley Houghton was jailed on 21st of August 
2009 at Worcester Magistrates court, the first 
cyber-bully ever to be prosecuted. 

• The age of criminal responsibility in England 
and Wales is 10

• (18 in Spain, France 13, Germany & Italy 14). 
Therefore any child who is over 10 is deemed as 
having a sufficient understanding and maturity 
to realise they have done wrong.



Primary age awareness
• Lee and Kim adventure ….Animal magic
https://www.youtube.com/watch?v=NxYily6t4LQ

&feature=player_embedded



WHAT OR WHO IS CEOP?
Child Exploitation and Online Protection Centre

• An arm of the National Crime Agency
• Anyone who comes across concerning or inappropriate 

online activity can report this to CEOP
• CEOP will investigate and, if necessary, pursue prosecution
• CEOP requires all refers to provide contact details for 

feedback and follow up
• You can report or find on-screen advice at; 

http://ceop.police.uk/safety-centre/
• Always ensure that you follow school policy in regard to 

Safeguarding, recording and e-safety



CEOP and other Resources
Sites, apps and games reviewed so far by the NSPCC. What 
is out there, what kids use the most;
http://www.net-aware.org.uk/networks/?order=-

popularity

NSPCC ‘share aware’ for primary age children;
http://www.vodafone.com/content/parents/digital-
parenting/Digital_Parenting_Video/have_you_seen.html

CEOP guidance video for secondary age young people;
https://www.youtube.com/watch?v=9uJOXOAQ9Qo
School based monitoring;



PEGI (Pan European Game Information) 

Violence Bad 
language

Sex
Discrimination

Gambling OnlineDrugs Fear


